
Home Banking Strategies Lessons from the largest fraud in a generation /  / 

Lessons from theLessons from the
largest fraud in alargest fraud in a

generationgeneration

A key takeaway from many billions of dollars in

PPP losses is that tech-based solutions may be

increasingly necessary as lending scams grow

more complex.
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The first charges against Payment Protection

Program fraud were filed in May 2020 — barely a

month after the Coronavirus Aid, Relief and

Economic Security (CARES) Act was passed. The

man in question was seeking over half a million

dollars in fraudulent loans for businesses that did

not exist or had long closed before COVID-19.

Since then, small and midsize business (SMB)

lending fraud has increased by 8.3%. At least 100

individuals have been charged and no one, not even

celebrities, have been spared. Some estimate that

$80 billion was stolen in PPP fraud schemes, about

10% of the money disbursed via 21 million PPP loans.

Experts say this may be the single largest fraud in

our generation. How did this happen?

A survey by LexisNexis Risk Solutions found that

COVID-19 accounts for 37% of the increased fraud

and costs. The disease and the social measures

instituted created a perfect storm, triggering an

economic crisis and accelerating digitalization in the

financial services industry. Small businesses were in

desperate need for financing, and banks and credit

unions opened their digital channels more widely to

remote access. In the midst of desperate need and

inadequate checks, security was bound to give.

Financial services fraud continues to grow rapidly.

Banks with $10 billion or more in assets have seen

the largest year-over-year increase at 32.6%, even

though lending fraud made up just 6.1% of annual

revenues in 2021. As a cost of doing business, it

doesn’t account for the money spent on new

technologies or additional labor to try to counter the

fraud.
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Fintechs and larger banks expect to increase

investment in fraud detection and prevention. While

banks prioritize growing fraud prevention staff and

prevention initiatives, pivoting to multilayered,

technology-based solutions may be increasingly

necessary as lending fraud becomes more complex.

Know Your Customer and anti-money laundering

solutions offer advanced identity authentication and

transaction verification, making compliance and

regulatory adherence easier.

As with many technology adoptions, banks are

hedging and fintechs are jumping on the bandwagon.

The same LexisNexis survey revealed that 64% of

fintechs and digital lenders increased specialized

solutions spending between 2020 and 2021.

Compared to banks, fintechs led in several

categories across basic and advanced identity

authentication and verification methods like two-

factor authentication, email/phone risk and

verification, geolocation and real-time transaction

scoring.

Lenders can also turn to direct data access via APIs

to bolster their anti-fraud mechanisms. Instead of

submitting data manually or via PDF, potential

borrowers can grant read access to their bank

account and online accounting system via APIs.

Having direct access to these systems and records

where they live and operate makes it much harder

for bad actors to misrepresent themselves or their

financials.

Business accounting data can also indicate fraud or

suspicious activity. If there’s a $1,000 invoice coming

in from somebody whose typical billing is less than

$100, that might suggest fraud. Right now,
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underwriters comb for this kind of fraud manually via

banking portals, documents and emails. In lieu of a

multi-step, stare-and-compare process, direct data

connections can significantly reduce the workload

and the strain on underwriters by cross-referencing

and validating accounting data automatically.

When a business owner connects their accounting

system, the API would prompt the business’s bank

accounts and credit card accounts to sync and

automatically cross-verify the data. This can help

lenders quickly identify risky transactions, outliers in

the financials or even cooked books. It can also

better ensure that funds transferred between

different accounts are not fraudulently recorded as

income.

Similarly, document verification tools can flag

suspicious financials by checking documents for file

tampering, incomplete data, sketchy edit history,

missing pages and invalid information.

Lenders should track fraud by channel type, noting

what has been successful as a preventive to create a

feedback loop that informs and fortifies their anti-

fraud infrastructure. Both legacy institutions and

challengers should make full use of available

solutions to better protect themselves and their

customers – the alternative is to risk disbursing bad

loans with increasing frequency and incurring

climbing costs. It’s smart business and smart

security.

Nick Chandi is CEO and co-founder of ForwardAI.
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Harness onboarding intelligence for a holistic fraud and risk

approach

SEP 30, 2024

By Joel Sequeira

You won’t sacrifice a positive customer experience or protections with a surgical approach to

identity verification.
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Quick Q&A on how to build smarter defenses for check fraud

AUG 21,  2024

There are no fewer than six types of check fraud alone infiltrating our modern financial system

today, says NICE Actimize’s Brian Keefe, who spent time as a fraud investigator before shifting to

help financial institutions with fortifications against the many...
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Digitally transform voice channels to combat rising AI and

robocall fraud threats

AUG 12,  2024

By Jim Tyrrell

More financial institutions and their customers are under attack from robocall scams. Consumers

lost $4.6 billion to investment and banking fraud in 2023, more than any other scam category,

according to the FTC. In addition, Americans were swindled...

Fraud Prevention

How
Organizations
Are
Implementing
Compliance
Policies and
Training

BAI provides

compliance training

and solutions

designed for financial

services

organizations to help

reduce

organizational risks,

How
Organizations
Exceed
Expectations

Benchmarking

resources to help

you better

understand your

organization’s

relative

performance. Tailor

your preferred

reports and leverage

the insights to make

data-driven

Sign up to receive daily updates on financial services trends, insights and news that matters
most.

By clicking the Subscribe button, you acknowledge that you have read our Privacy Policy and Terms of Use and

agree to be bound by them.



This website uses cookies and third party services. Settings  I Consent

17/10/2024, 22:13 Lessons from the largest fraud in a generation

https://www.bai.org/banking-strategies/lessons-from-the-largest-fraud-in-a-generation/ 7/9

https://www.bai.org/banking-strategies/digitally-transform-voice-channels-to-combat-rising-ai-and-robocall-fraud-threats/
https://www.bai.org/authors/jim-tyrrell/
https://www.bai.org/banking-strategies/?_topics=fraud-prevention
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/


improve compliance

efficiencies and

provide key

information.

Learn About the
BAI Policy
Manager



Contact Our
Compliance and
Training Team



decisions with

confidence.

Learn More
About
Benchmarking



Download an
Overview 

Receive
industry
thought
leadership and
the latest BAI
news and
updates.
Subscribe
Today ›

Careers  Login  Contact 

The
BAI
Mission
›

Board of
Directors ›

News ›

Careers ›

Advertising
&
Sponsorship

›

Compliance
&
Training
›

Catalog ›

Courseware

›
BAI
Learning
Manager ›

BAI Policy
Manager ›

Support ›

Research
&
Benchmarking
›

Consumer
Banking ›

Business
Banking ›

Digital
Banking ›

Talent
Management

›
Small
Business
Industry
Reporting ›

Banking
Outlook ›

Banking
Strategies

Roundtables

Awards

›

›

›

Sign up to receive daily updates on financial services trends, insights and news that matters
most.

By clicking the Subscribe button, you acknowledge that you have read our Privacy Policy and Terms of Use and

agree to be bound by them.



This website uses cookies and third party services. Settings  I Consent

17/10/2024, 22:13 Lessons from the largest fraud in a generation

https://www.bai.org/banking-strategies/lessons-from-the-largest-fraud-in-a-generation/ 8/9

https://www.bai.org/compliance-and-training/policy-manager/
https://info.bai.org/contact-bai.html
https://www.bai.org/research-and-benchmarking/
https://www.bai.org/wp-content/uploads/2021/02/bai-products-overview.pdf
https://info.bai.org/subscription-management-opt-in
https://info.bai.org/subscription-management-opt-in
https://www.bai.org/careers/
https://lmgr.bai.org/
https://info.bai.org/contact-bai.html
https://www.bai.org/the-bai-mission/
https://www.bai.org/the-bai-mission/
https://www.bai.org/the-bai-mission/
https://www.bai.org/the-bai-mission/board-of-directors/
https://www.bai.org/the-bai-mission/board-of-directors/
https://www.bai.org/news/
https://www.bai.org/careers/
https://www.bai.org/the-bai-mission/advertising-sponsorship/
https://www.bai.org/the-bai-mission/advertising-sponsorship/
https://www.bai.org/the-bai-mission/advertising-sponsorship/
https://www.bai.org/compliance-and-training/
https://www.bai.org/compliance-and-training/
https://www.bai.org/compliance-and-training/
https://catalog.bai.org/
https://www.bai.org/compliance-and-training/catalog/
https://www.bai.org/compliance-and-training/learning-manager/
https://www.bai.org/compliance-and-training/learning-manager/
https://www.bai.org/compliance-and-training/learning-manager/
https://www.bai.org/compliance-and-training/policy-manager/
https://www.bai.org/compliance-and-training/policy-manager/
https://www.bai.org/compliance-and-training/support/
https://www.bai.org/research-and-benchmarking/
https://www.bai.org/research-and-benchmarking/
https://www.bai.org/research-and-benchmarking/
https://www.bai.org/research-and-benchmarking/consumer-banking/
https://www.bai.org/research-and-benchmarking/consumer-banking/
https://www.bai.org/research-and-benchmarking/business-banking/
https://www.bai.org/research-and-benchmarking/business-banking/
https://www.bai.org/research-and-benchmarking/digital-banking/
https://www.bai.org/research-and-benchmarking/digital-banking/
https://www.bai.org/research-and-benchmarking/talent-management/
https://www.bai.org/research-and-benchmarking/talent-management/
https://www.bai.org/research-and-benchmarking/small-business-reporting-from-bq-and-bai/
https://www.bai.org/research-and-benchmarking/small-business-reporting-from-bq-and-bai/
https://www.bai.org/research-and-benchmarking/small-business-reporting-from-bq-and-bai/
https://www.bai.org/research-and-benchmarking/small-business-reporting-from-bq-and-bai/
https://www.bai.org/research-and-benchmarking/bai-banking-outlook/
https://www.bai.org/research-and-benchmarking/bai-banking-outlook/
https://www.bai.org/banking-strategies/
https://www.bai.org/banking-strategies/
https://www.bai.org/executive-roundtables/
https://www.bai.org/global-innovation-awards/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/


Privacy Policy · Antitrust Compliance Statement · Terms of Use · Sitemap

· © BAI 2024 All rights reserved. BAI is Bank Administration Institute and BAI

Center.

  



Sign up to receive daily updates on financial services trends, insights and news that matters
most.

By clicking the Subscribe button, you acknowledge that you have read our Privacy Policy and Terms of Use and

agree to be bound by them.



This website uses cookies and third party services. Settings  I Consent

17/10/2024, 22:13 Lessons from the largest fraud in a generation

https://www.bai.org/banking-strategies/lessons-from-the-largest-fraud-in-a-generation/ 9/9

https://www.bai.org/privacy-statement/
https://www.bai.org/antitrust-compliance-statement/
https://www.bai.org/terms-of-use/
https://www.bai.org/site-map/
https://www.facebook.com/BAI.Info
https://twitter.com/BAI_Info/
https://www.youtube.com/user/BAIChannel
https://www.linkedin.com/company/10766
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/privacy-statement/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/
https://www.bai.org/terms-of-use/

