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Cheat Sheet: White House pushes the CFPB to formalize consumer
access and control over financial data


 
 
 
 


The White House signed an executive order that intends to put consumer financial data in the hands of consumers. 

Details

On July 9, President Joe Biden issued an executive order intended to encourage competition across a broad range
of industries.
A section in the executive order called on the Consumer Financial Protection Bureau to issue regulations that
would allow consumers to access and share their financial information and banking data. 
The executive order builds on existing but unimplemented CFPB regulation, specifically Section 1033 of the Dodd-
Frank Wall Street Reform and Consumer Protection Act, which permits the agency to issue rules regarding financial
data access and sharing.

Consumer Financial Protection Bureau 

In July 2010, Congress passed and President Barack Obama signed the Dodd-Frank Act. The act was intended to
address the failures of consumer protection following the financial crisis of 2007 – 2009. The Dodd-Frank Act
overhauled existing financial regulations by reorganizing the regulatory system and redistributing responsibilities
among agencies. It also created new government agencies like the CFPB, which is responsible for consumer protection
in the financial services industry. 

Section 1033 of the Dodd-Frank Act permits the CFPB to issue regulations regarding data sharing — the CFPB just
hasn’t acted on it. However, there’s been growing movement on the issue. In 2016, the CFPB director at the time
publicly endorsed consumers’ rights to access their financial information. A year later, the CFPB released guiding
principles on the issue as well. 

The clearest sign of intent came in October 2020, when the agency issued an advanced notice of proposed rulemaking.
The notice also requested public input with a February 2021 deadline for banks, advocacy and interest groups,
fintechs and the general public to share their comments and concerns on a range of issues like consumer privacy and
security. Since then, there’s been little traction except for the rulemaking process’ inclusion on the agency’s most
recent agenda.

Biden’s executive order is just the latest push to implement Section 1033 of the Dodd-Frank Act. In essence, the
executive order doesn’t change much except put pressure on the CFPB to act on its permission to issue regulations on
data sharing. If fully realized, Section 1033 could force banks and financial providers to incorporate digital sharing
technologies into their banking infrastructure to make it easier for consumers to access and share their data. It would
put consumer data in the hands of the consumers, giving them control over their financial information. 

However, some critics argue not all financial institutions, such as community banks and credit unions, have the budget
or the expertise to build their own data-sharing technologies. 

As things stand…

Executive order encourages the CFPB to issue regulations that put consumer data in the hands of the consumers.

The directive builds on existing legislation known as the Dodd-Frank Act of 2010.
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As things stand, banks have more access and control over consumers’ banking information, with little efficient
operational communication and cooperation between financial institutions, which hinders consumers from making
decisions like switching banks. A Consumer Reports survey found that 53 percent of respondents gave up on switching
their banks. Of those, 63 percent cited the hassle of transferring their automatic payments and deposits for giving up;
37 percent said it takes too much time and effort. 

SPONSORED

Years of inaction have led to some banks and fintechs taking things into their own hands. Companies like Plaid,
Finicity, and MX have products that allow them to aggregate consumer financial data with consumer consent. The
gathered data can be used in different use cases, such as in third-parties like money management apps and
underwriting loans when traditional credit history isn’t available. 

The advent of data aggregators seems to have triggered a slow change that sees most banks coming around to the
idea of data sharing. While some banks oppose data aggregation methods like screen scraping, banks like JPMorgan
Chase have entered into data access agreements with fintechs which allow the latter to access and utilize consumer
data via JPMorgan’s APIs. Similarly, Plaid entered into an agreement with Capital One last month, where Plaid agreed
to halt screen scraping and use Capital One’s APIs to gather data.
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Consumers don’t seem to understand what’s happening with their data — does it
matter?
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Open finance: An evolution of open banking

MX | November 18, 2021

AI developments in banking have so far been restricted mostly to back-end uses. This year, there is a desire
among service providers to focus on innovating more for the front-end.

As AI becomes smarter and banks begin holding increasingly intimate data about their customers, the industry is
expected to progress slowly and responsibly.

Research shows 76% of fintech users are unaware that apps can sell their personal data to other parties.

40% of fintech users plan on decreasing their usage, citing fintech’s lack of responsibility in the event of a breach
and its indefinite retention of user data.

What exactly is open finance, and what do we stand to gain from an even greater flow of financial data?

In our latest whitepaper with MX, we break down the current state of affairs and why open finance matters for
consumers, financial services, and brands.
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WTF is Modern Connectivity?

MX | October 11, 2021

MORE ARTICLES

Consumer demand for seamless financial connectivity and experience has never been higher.

Modern connectivity solutions power fast, secure, and reliable connections -- now available to financial services
providers of all types and sizes.

The financial industry is leaving behind legacy methods like screen scraping and looking to direct connections
that are safer, faster, and more reliable.

Download the new WTF Guide by Tearsheet and MX all about Modern Connectivity.
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